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1 Introduction

Security of cryptographic protocols under com-
position is a major concern in cryptography.
For classical cryptography Canetti gave a defini-
tion of security implying universal composabil-
ity [Can0l]. A protocol proven secure in that
sense may replace ideal functionalities in arbi-
trary applications preserving the overall security
of the application.

In this contribution we sketch the modifica-
tions necessary to the work of Canetti to obtain
quantum universal composability (cf. [BOMO02]).
We show that the bit commitment protocol de-
scribed in [BB84] can be binding and concealing
relative to a strong physical assumption, but it
cannot be quantum universally composable. If a
bit commitment is given as a primitive, one can
use the protocol of [Yao95] to obtain the strong
primitive oblivious transfer. We show that the
use of a universally composable bit commitment
in this construction yields a quantum univer-
sally composable oblivious transfer.

Finally we show a paradoxical situation where
an intuitive improvement in security causes a
protocol to lose the property of quantum univer-
sal composability. This “paradox” proves that
the notion of universal composability does not
yet reflect all aspects of the intuition of security.

2 Preliminaries

The general modeling [Can01] of Multi-Party-
Computation defines a simulatability-based no-
tion of security: runs of a given protocol 7 along
with a strong, so-called real-model adversary A
are compared with runs of an idealization F of
the functionality which 7 is to provide. Together
with F runs a very limited ideal-model adversary
(also called simulator) S which is to mimick at-
tacks carried out by A on 7.

Protocol 7 is said to securely realize the ideal
functionality F if for every real-model adver-
sary A there exists a simulator S so that no

TIAKS, Arbeitsgruppe Systemsicherheit, Prof. Dr.
Th. Beth, Fakultat fiir Informatik, Universitat Karl-
sruhe, Am Fasanengarten 5, 76 131 Karlsruhe, Germany

environment Z can distinguish running with A
and parties executing 7 from running with S
and F. Z is to represent arbitrary protocol en-
vironments in which 7 is executed, possibly as
a sub-protocol; therefore, Z may write input to
parties and read their outputs as well as com-
municate with the respective adversary.

Security in the sense of [Can01] implies uni-
versal composability (UC): assume that proto-
col 7 securely realizes functionality G by means
of using instances of another ideal functional-
ity F as subroutines. Then 7 still realizes G
when these F-instances are substituted by exe-
cutions of any protocol m which securely realizes
F. Thus, when the reference to F is clear, a
protocol which securely realizes F is said to be
universally composable.

3 Quantum UC

In [Can01], the environment, all parties and ad-
versaries are modeled as (classical) interactive
Turing machines (ITMs, cf. [Can01]). We con-
sider protocol runs with modified I'TMs which
are classical w.r.t. input, output and transi-
tion function, yet allow for quantum inter-party
communication and are able to store qubits and
perform measurements on these as well as eval-
uate quantum gates. More specifically, say that
a Quantum ITM (QITM) is an ITM which has
additionally an incoming quantum communica-
tion tape and an outgoing quantum communica-
tion tape, each cell containing one qubit along
with classically encoded sender, resp. receiver,
per cell. These tapes may be used to send quan-
tum messages to and receive quantum messages
from other QITMs. Furthermore, a QITM has a
quantum work tape on which measurements and
quantum gate evaluations may be performed.
The (classical) descriptions for these measure-
ments and gates must be supplied by the QITM
on its classical work tape. Quantum bits may be
copied freely between the three quantum tapes
of the QITM.

When substituting all ITMs by QITMs, we
call the resulting security definition of [Can01]



quantum universal composability. Note that in-
put and output of a QITM (in particular Z’s
output) are still classical. The crucial composi-
tion theorem sketched above still holds in this
modified setting. The proof given in [Can01]
simply carries over; note that there is a canon-
ical quantum analog to the dummy adversary
of [Can01], which is complete in the sense that
for showing security, it suffices to find a simula-
tor mimicking attacks mounted by the dummy
adversary in the real model.

4 The Relay Attack

In [BB84], a bit commitment scheme (for the
purpose of coin tossing) is described which is
binding and concealing relative to the security
assumption that no quantum memory is avail-
able. We prove that this commitment scheme
is not universally composable by extending an
attack of [CF01] to the quantum setting.

Interestingly the above bit commitment has a
different property which is necessary for univer-
sal composability, namely the equivocability in
the ideal model. This equivocability, which al-
lows the simulator to fake a run of a real protocol
without knowing the contents of the ideal com-
mitment, can be obtained by the cheating strat-
egy of Mayers and Lo/Chau. But to employ this
strategy the simulator has to store qubits and
maintain entanglement and would hence not be
subject to the same restriction as the real ad-
versary (see below for a discussion).

5 Oblivious Transfer from Bit
Commitment and a Paradox

Given a protocol for bit commitment, it is pos-
sible to derive a protocol for oblivious trans-
fer [Yao95]. We prove that this construction
yields a quantum universally composable obliv-
ious transfer if the bit commitment used is uni-
versally composable. To be able to mimick real
attacks the simulator has to be able to store
quantum information. This leads to the para-
doxical situation which we discuss as a hot topic
here.

There are two properties which a notion of
security should intuitively satisfy: (a) every re-
striction imposed on the real adversary should
hold for the ideal adversary (simulator), too,
and (b) an additional security assumption (re-
striction on the adversary) cannot make a proto-
col insecure. The first point lies at the heart of
the intuition behind simulation based notions of

security. Every ability of the simulator reflects
a (trivial) attack which can in principle not be
avoided. Thus every additional ability of the
simulator can cover up security leaks. There-
fore the abilities of the simulator are assumed
to be a subset of the abilities of the real adver-
sary. The second point is intuitively clear as
an additional restriction should not increase the
number of possible attacks.

We prove that for a simulation based notion
of security point (a) and point (b) cannot both
be valid. In the proof of security for the con-
struction of [Yao95] the simulator has to be able
to store quantum information. We present an
attack which allows to distinguish between the
real and the ideal model if the simulator cannot
store quantum information. If we impose the
additional security assumption that no quantum
memory is available no proof of security is pos-
sible any more.

So either we have to sometimes give abilities
to the simulator the real adversary does not have
or we have to accept a notion of security where
an improvement in (intuitive) security can make
a protocol insecure. A paradoxical situation.
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